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Executive summary

The Shai-Hulud 2.0 supply chain attack changed how we think about developer
security. Attackers didn't target production systems or network perimeters. They
weaponized trusted npm packages to execute malicious code on developer
workstations during routine dependency installation. Between November 21-23, 2025,
the attack compromised hundreds of hpm packages and over 25,000 GitHub
repositories, harvesting GitHub tokens, cloud credentials, and CI/CD secrets from
developer endpoints worldwide.

This whitepaper breaks down the attack methodology based on analysis from CISA,
Microsoft Defender Security Research, and multiple security vendors. It explains why
traditional security controls failed and demonstrates how Coder's Cloud Development
Environment (CDE) architecture provides structural defense against this class of
attack. If you're facing board-level questions about supply chain risk, this document
provides the technical evidence and strategic recommendations you need.
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Understanding the Shai-Hulud 2.0 attack

Timeline of events:

Early-to-mid Sept 2025 Nov 21-23 2025 Dec 9 2025

Original Shai-Hulud Shai-Hulud 2.0 Microsoft publishes

. . Shai-Hulud 2.0 guidance
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Sept 23 2025 Nov 25 2025

CISA alert Major vendors disclose compromises

Attack timeline

The Shai-Hulud attacks unfolded in two major waves:

Original Shai-Hulud (September 2025):

The first self-replicating npm worm appeared in early-to-mid September 2025,
compromising over 500 npm packages. The worm stole credentials (i.e., GitHub PATs
and cloud API keys) and exfiltrated them to attacker-controlled GitHub repositories,
then used stolen tokens to publish additional malicious packages.

On September 23, 2025, the U.S. Cybersecurity and Infrastructure Security Agency
(CISA) issued an alert titled "Widespread Supply Chain Compromise Impacting npm
Ecosystem," formally naming the threat and documenting its self-propagating
behavior.

Shai-Hulud 2.0 "The Second Coming" (November 2025):

The second Shai-Hulud wave proved far more aggressive. Between November 21-23,
2025, the attack compromised hundreds of npm packages and over 25,000 GitHub
repositories.

On November 24, the impact peaked as major vendors disclosed compromises:
PostHog reported their JavaScript SDK packages were infected at 4:11 AM UTC, and
security researchers documented victims including AsyncAPI, Zapier, ENS, Postman,
and others. A long tail of infections continued through late December as cached
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malicious packages and a compromised AsyncAPI IDE extension propagated the
attack.

On December 9, 2025, Microsoft Defender Security Research published formal
guidance for detecting, investigating, and defending against Shai-Hulud 2.0, providing
the technical analysis this whitepaper draws from.

Technical attack chain

Microsoft's analysis revealed a sophisticated multi-stage attack. Compromised npm
packages contained a preinstall script (setup_bun.js) that executed before any
security checks could run. This script installed the Bun runtime and executed a
secondary payload (bun_environment.js) that performed the following actions:

- Downloaded and installed a GitHub Actions Runner archive

« Configured a rogue runner agent named SHA1THulud connected to
attacker-controlled repositories

- Deployed TruffleHog to scan for stored credentials across cloud provider
configurations (AWS, GCP, Azure)

- Exfiltrated credentials through the GitHub runner to public repositories,
enabling lateral movement and persistence

The attack exploited a critical assumption in modern development workflows: that
developer workstations are trusted execution environments with persistent access to
sensitive credentials and source code.

Why traditional security controls failed

Organizations affected by Shai-Hulud 2.0 had invested heavily in security
infrastructure, including endpoint detection and response (EDR), network monitoring,
dependency scanning, and secret management. These controls failed for structural
reasons, not configuration gaps.

Preinstall execution bypasses scanning

The npm preinstall hook executes code before the package installation completes.
Vulnerability scanners and Software Composition Analysis (SCA) tools never get a
chance to analyze the malicious payload. By the time security tooling could examine
the package, credentials had already been harvested.
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Developer endpoints as high-value targets

Developer laptops routinely store GitHub tokens, cloud provider credentials, SSH keys,
and direct access to source repositories. Unlike production systems with segmented
access and monitoring, developer workstations often hold persistent credentials with
broad permissions. A compromised developer machine provides immediate access to
everything that developer can touch.

Legitimate infrastructure for malicious purposes

The attack established persistence through GitHub Actions runners, using legitimate
GitHub infrastructure for command and control. Network-based detection struggled to
identify malicious traffic because it used standard GitHub API endpoints. Attackers
committed stolen credentials using fake identities (including impersonating Linus
Torvalds) to public repositories, hiding exfiltration within normal git operations.

Coder's defense architecture

Coder’s cloud development environments address Shai-Hulud class attacks through
architectural isolation rather than detection-based mitigation. The platform
significantly reduces the attack surface by design, eliminating the conditions that
make developer endpoints valuable targets.

Defining the trust boundary

A question that matters for policy architecture: is a Coder workspace a trusted or
untrusted entity?

The answer is both, depending on scope. Workspaces are development environments
designed for writing and testing code, similar to local laptops but with consistent
security posture and centralized control. They need the ability to run code. But they
operate within enforced boundaries: specific network destinations, defined credential
scopes, controlled package sources, and lifecycle policies that limit how long any
compromise can persist. Call it "trusted but confined."

This model is architecturally cleaner than the traditional endpoint approach. Laptops
are implicitly trusted with inconsistent boundaries enforced through a patchwork of
VPN configurations, endpoint agents, and user compliance. A developer working from
a coffee shop on split-tunnel VPN has a very different security posture than one in the
office on full-tunnel, yet both count as "trusted endpoints" in most policy frameworks.
Organizations enforce similar controls through full-tunnel VPN and tools like Zscaler,
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but those approaches create friction that hurts work-from-anywhere productivity.
Coder provides equivalent network enforcement at the workspace level, with
consistent boundaries regardless of where developers connect from.

Attack vector comparison

Attack vector

Credential
persistence

Malware
persistence

Source code
location

Scope of
compromise

Network egress

Package sources

Configuration audit

Traditional laptop

Months/years of cached
tokens

Survives reboots indefinitely

Local filesystem, extractable

All systems developer can
access

Unrestricted by default

Public registries,
uncontrolled

Varies per developer
machine

Coder workspaces

Session-scoped, ephemeral

Isolated; rebuild eliminates

Centralized infrastructure
only

Single isolated workspace

Policy-controlled, auditable

Internal mirrors, vetted
packages

Template-defined with
GitOps review

How Coder addresses Shai-Hulud attack vectors

The following table maps specific Shai-Hulud attack mechanisms to Coder's defensive

controls:

Shai-Hulud attack
vector

Preinstall script pulls
malicious packages
from public npm

(o] |

Coder control

Network egress controls +
internal registry
enforcement

coder.com

Result

Attack chain blocked at
package fetch
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TruffleHog harvests Dynamic credential injection = No persistent credentials to

long-lived with TTLs via OAuth harvest

credentials from integration with credential

~/.aws, SSH keys providers

Rogue GitHub runner  Ephemeral workspaces + Persistence eliminated on
establishes laC rebuild capability workspace termination

persistence

Compromised Workspace isolation + Lateral movement contained
endpoint pivots to credential scoping to single workspace
other systems

Source code Code never resides on No local code to exfiltrate
exfiltrated from local developer endpoints
filesystem

Workspace isolation eliminates persistence

Coder workspaces operate in isolation from developer endpoints and from each other.
Organizations can configure workspaces as truly ephemeral (destroyed after each
session) or persistent (stopped and started between sessions). In either model, any
malware installed during a compromised npm install operation remains confined to
that single workspace.

For high-security workloads, organizations can mandate ephemeral workspaces
where the attack's persistence mechanism (rogue GitHub runners) becomes
ineffective because nothing survives workspace destruction. Even for persistent
workspaces, the bounded and auditable nature of the environment transforms the
economics of supply chain attacks compared to endpoints that accumulate state over
months or years.

Source code never resides on developer laptops

Coder moves development environments into secure, centrally managed
infrastructure on your cloud or on-premises data centers. Source code, secrets, and
build artifacts remain within controlled infrastructure and never touch developer
endpoints. A compromised laptop cannot directly exfiltrate repositories or credentials
because those assets exist only within isolated workspaces.
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This follows Zero Trust principles: no implicit trust in endpoint devices. Developers
access workspaces through WireGuard-encrypted tunnels, but the workspace itself
operates in a controlled environment with defined network boundaries and access
policies.

Infrastructure as code governance

All Coder workspaces are defined using Terraform templates maintained by platform
engineering teams. This enables security controls that are difficult or impossible to
enforce on distributed endpoints:

- Standardized base images with approved dependencies and security
configurations

«  Network egress controls limiting which external services workspaces can
contact

- Automated credential injection through secure secret management integration

«  Complete audit trails of workspace provisioning, access, and termination

Template changes undergo code review through GitOps workflows, providing an
auditable history of security configuration changes. This prevents configuration drift
and eliminates the heterogeneous "snowflake" machines that create blind spots for
security teams.

Dynamic credential management

Filesystem-based credentials like AWS config files, SSH keys, and API tokens remain a
risk if stored persistently. Coder addresses this through integration with secrets
management platforms like HashiCorp Vault. Rather than baking credentials into
templates or relying on developers to manage their own key files, platform teams can
inject credentials at workspace startup with defined TTLs. The credentials exist only in
memory or as short-lived tokens, not as files that survive workspace sessions.

In practice, this means configuring your Terraform template to pull secrets from Vault
at workspace creation. A typical pattern: the template authenticates to Vault using the
workspace's service account, retrieves AWS credentials with a 1-hour TTL, and injects
them as environment variables. When the TTL expires, the workspace requests fresh
credentials. If the workspace is compromised, the attacker gets credentials that expire
within the hour rather than long-lived keys that work until someone notices and
rotates them.

This requires integration work and policy decisions about credential scope and
rotation frequency. The payoff: you architect this pattern once and enforce it across
every workspace. Policy becomes engineering rather than documentation.
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Controlled package sources and pre-configured toolchains

Beyond containment, Coder enables organizations to prevent supply chain attacks
from executing in the first place. Workspace templates can pre-populate
environments with a known set of approved binaries, dependencies, and toolchains,
eliminating the need for developers to pull packages from public registries during
their workflow.

Network egress controls can block access to public package registries (npmjs.org,
pypi.org, crates.io) entirely, mandating that all dependencies come from vetted internal
mirrors such as Artifactory, Nexus, or private npm registries. These internal
repositories give security teams an enforcement point to scan, approve, and cache
packages before they reach any developer environment.

This directly addresses the Shai-Hulud attack vector. The compromise relied on
developers executing npm install against the public npm registry, which triggered the
malicious preinstall script. If workspaces only permit package installation from an
internal registry, the attack chain breaks at the vetting layer, provided that layer exists
and catches the malicious package.

Coder can be architected to enforce private registry use through template-level
network policies and egress controls. It doesn't replace the scanning and vetting that
registry should perform. If a poisoned package slips through your Artifactory or Nexus
instance before anyone flags it, the malicious code still executes.

What changes is your response capability.

Update the template to pin a clean version, trigger workspace rebuilds, and you've
remediated the issue across your entire developer population in hours rather than
weeks. Containment and recovery speed matter when prevention fails. And prevention
eventually fails.

Containing the scope of compromise

If a workspace is compromised through a supply chain attack, the damage is
contained to that single workspace. The attacker gains access to whatever that
workspace can reach, but cannot pivot to other developer environments or exfiltrate
data from the developer's endpoint.

Coder provides audit logging for workspace lifecycle events including creation,
access, and termination. Platform teams can track which users accessed which
workspaces and when, supporting incident response and forensic analysis. For
organizations integrating with SIEM infrastructure, these logs provide the telemetry
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needed to detect anomalous workspace behavior and correlate events across your
security stack.

Securing Al coding agents

The same architectural principles that defend against Shai-Hulud extend to Al coding
agents. As organizations deploy tools like Claude Code, Cursor, and autonomous
development agents, they face similar risks around credential management, code
access, and execution boundaries.

Coder's recently announced Al governance capabilities address these concerns
directly.

Al Bridge

Al Bridge centralizes access, authentication, and observability for all model providers.
Rather than developers managing individual APl keys that could be harvested by
supply chain attacks, Al Bridge injects authentication at the infrastructure level.
Platform teams gain complete visibility into prompt logs, usage patterns, and token
consumption across all Al tools in use.
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Agent Boundaries

Agent Boundaries provide process-level safeguards that constrain what Al agents can
access within Coder workspaces. Unlike traditional firewalls that operate at the
network level, Agent Boundaries understand agent-specific behavior patterns and can
enforce policies on tool usage, network destinations, and system access. This creates
defense-in-depth for Al-assisted development without requiring developers to change
their workflows.

Example: Restricting Al agent operations

The following configuration demonstrates declarative agent permissions that would
have blocked key Shai-Hulud attack vectors. This configuration is defined at the
template layer, ensuring consistency across all Al-enabled workspaces and preventing
the misconfigurations that occur when security controls are left to individual
developers. Agents are granted access to productive operations (git, GitHub CLI, Coder
workspace commands) while administrative and destructive operations are explicitly
denied:

claude_settings = {
permissions = {

allow =[
"Bash(coder:*)", "Bash(gh:*)", "Bash(git:*)"

]

deny =[
# Block runner/agent installation (Shai-Hulud persistence)
"Bash(gh agent-task:*)", "Bash(gh codespace:*)",
# Block token/credential access (Shai-Hulud exfiltration)
"Bash(gh token:*)", "Bash(gh ssh-key:*)", "Bash(gh gpg-key:*)",
# Block repo creation (Shai-Hulud credential drops)
"Bash(gh repo create:*)", "Bash(gh repo delete:*)",
# Block administrative operations
"Bash(coder users:*)", "Bash(coder templates delete:*)",
"Bash(coder organizations:*)"

This configuration applies the principle of least privilege: Al agents can perform
productive development tasks while being blocked from operations that Shai-Hulud
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exploited, including runner installation, token access, and repository creation for
credential exfiltration. The deny list is defined in code, version controlled, and
auditable, giving security teams visibility into exactly what agents can and cannot do.

Strategic recommendations

&>

A note on integration:

Coder provides the enforcement point for these controls, not the entire stack. Full
implementation typically involves secrets management (HashiCorp Vault or similar),
artifact repositories with malware scanning enabled (Artifactory, Nexus), and network
policy enforcement appropriate to your environment. These components provide the
policies; Coder enforces them at the workspace level and integrates with your
existing security infrastructure rather than replacing it.

Based on our analysis of Shai-Hulud 2.0 and experience securing development
environments for enterprises in financial services, defense, and technology sectors,
we recommend the following actions:

Immediate response (0-30 days)

- Conduct a dependency review of all software leveraging the npm ecosystem,
checking package-lock.json files for affected packages

« Rotate all developer credentials including GitHub tokens, cloud provider keys,
and CI/CD secrets

« Enable phishing-resistant MFA on all developer accounts, preferring WebAuthn
over TOTP

« Audit GitHub Apps, OAuth applications, and repository webhooks for
unauthorized access

Strategic remediation (30-90 days)

- Evaluate cloud development environments to remove source code and
credentials from developer endpoints

« Implement Infrastructure as Code for development environment provisioning
with security review workflows
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« Establish network segmentation between development workspaces and
production systems

- Deploy centralized Al governance if using coding assistants or autonomous
agents

Long-term architecture (90+ days)

- Adopt ephemeral workspace models that eliminate persistence as a viable
attack strategy

- Extend Zero Trust principles to the development lifecycle, removing implicit
trust from developer endpoints

- Integrate development environment telemetry with SIEM infrastructure for
unified security monitoring

0-30 days 30-90 days 90+ days
Immediate response Strategic remediation Long-term architecture
| | o
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Eliminate the conditions for supply chain attacks

The Shai-Hulud 2.0 campaign demonstrated that attackers have identified developer
endpoints as high-value targets that bypass traditional security investments.
Detection-based approaches will continue to struggle against attacks that execute
during trusted operations like dependency installation.

Coder's cloud development environment architecture provides structural defense
against this class of attack. By moving development into isolated, governed
workspaces with configurable lifecycle policies, organizations eliminate the conditions
that make supply chain attacks devastating: persistent credentials on endpoints,
accumulated environment state, and the ability to establish lasting footholds.

The organizations that weathered Shai-Hulud 2.0 best shared a common trait: they
had already separated developer environments from developer endpoints. They could
rebuild, rotate, and recover in hours while others spent weeks auditing distributed
machines.

Enterprises and government agencies that are serious about software supply chain
security are asking one question: “How quickly can we make this transition?”
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About Coder

Coder is the leading self-hosted cloud development environment platform with over
50 million open source downloads. Organizations including Dropbox, Morgan Stanley,
Netflix, and government agencies deploy Coder to provide secure, governed
development infrastructure. Coder enables developers and Al coding agents to
collaborate in self-hosted environments while maintaining complete control over code,
data, and security policies.

Contact

For technical questions about this whitepaper or to discuss how Coder can address
your organization's supply chain security requirements, contact your Coder account
team or visit coder.com/demo.
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